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● (1105)

[English]
The Chair (Mr. Ron McKinnon (Coquitlam—Port Coquit‐

lam, Lib.)): I call this meeting to order.

Welcome to meeting number 122 of the House of Commons
Standing Committee on Public Safety and National Security. To‐
day's meeting is taking place in a hybrid format.

I would like to remind participants of the following points.
Please wait until I recognize you by name before speaking. All
comments should be addressed through the chair.

Members, please raise your hand if you wish to speak, whether
participating in person or via Zoom. The clerk and I will manage
the speaking order as best we can.

Pursuant to Standing Order 108(2) and the motion adopted on
September 19, 2024, the committee is resuming its study of Russian
interference and disinformation campaigns in Canada.

Ms. Damoff.
Ms. Pam Damoff (Oakville North—Burlington, Lib.):

Thanks, Chair. I have a question for the clerk, if that's okay, just be‐
fore we start.

I understand that some of the witnesses have not been responding
to your outreach. There were three witnesses named in our study to
whom we had all unanimously agreed—Liam Donovan, Lauren
Chen and Lauren Southern.

First of all, have you heard back from them at all?
The Clerk of the Committee (Mr. Simon Larouche): They

were contacted twice and no answers were provided.
Ms. Pam Damoff: I'm wondering if the committee would be

agreeable to having the clerk send a letter from committee members
inviting them again, but this time having it come from the members
of the committee—and, as we do have powers beyond just an invi‐
tation if we want folks to appear, just listing what our options are if
they choose not to respond.

The Chair: I'll take that as a motion.

Do we have unanimous consent?

Some hon. members: Agreed.

The Chair: Very well.

Thank you.
Ms. Pam Damoff: Thanks, Chair.

The Chair: I would now like to welcome our witnesses for the
first hour. As an individual, we have Anton Shekhovtsov, visiting
professor, Central European University, by video conference; and
from Reset, Ben Scott, chief executive officer.

I now invite Mr. Shekhovtsov to make an opening statement of
up to five minutes.

Please go ahead, sir.

Mr. Anton Shekhovtsov (Visiting Professor, Central Euro‐
pean University, As an Individual): Mr. Chair and committee
members, thank you for your kind invitation.

Technical difficulty—Editor] and members of Parliament, it is my
long-time observation that Russia is waging a—

The Chair: Excuse me, sir. You're breaking up on us here.

While we'd like to see you, maybe if you shut your video off that
would give you more bandwidth for your speech.

Okay. Try again, please.

Mr. Anton Shekhovtsov: Is it better now, Mr. Chair?

The Chair: The sound is much better now. Thank you.

Go ahead. Start from the top, if you wish.

Mr. Anton Shekhovtsov: It is my long-term observation that
Russia is waging political warfare against western nations. By “po‐
litical warfare” I imply, not necessarily limited to the context of the
Russian activities, a grey area in international relations where na‐
tions influence the behaviour and thinking of others using methods
beyond legitimate instruments, such as diplomacy and soft power,
yet don't escalate to open military conflict using regular armed
forces. Russian political warfare against the west is nothing new,
but it has escalated since 2022, when western nations decided to
provide political, military and economic support to Ukraine in its
defensive war against the full-scale Russian aggression. As a coun‐
try in the world's top 10 donors to Ukraine, Canada is one of the
targets of Russian political warfare.

In the context of the Russian full-scale invasion of Ukraine, one
prominent element of Russian political warfare against the west, in‐
cluding Canada, is information war in which Russia advances two
types of narratives: strategic and tactical.
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Strategic narratives reflect genuine, deep-seated beliefs of the
Russian leadership linked to Ukraine or the broader context of the
aggression. Strategic narratives demonstrate some internal logic
and are generally coherent, although that does not imply that they
are right or correct. Three major strategic narratives related to the
Russian invasion and directed at the west, including Canada, are as
follows: First, Russia is a global power that has a right to have its
own sphere of influence, and Ukraine belongs there. Second,
Ukraine, as part of the west, poses an existential threat to Russia.
Third, NATO is using Ukraine to wage a war against Russia.

Tactical narratives serve as individual steps that aim to strength‐
en the validity of strategic narratives or respond to emerging
themes and to current events and developments related to the Rus‐
sian aggression. Unlike strategic narratives, however, tactical narra‐
tives are less coherent because they are extremely manipulative and
usually appeal to emotions.

There are many dozens of tactical narratives produced by the
Russian information warfare machine. I will highlight some of
them that are especially relevant to Canada: Ukraine is run by
Nazis. Russia defends Russian people from Ukrainian Nazis.
Canada has an immense Nazi problem. All western sanctions are
damaging for western businesses and households. Ukraine is one of
the most corrupt countries in the world; it cannot be part of the
west. Financial aid sent to Ukraine is being pocketed by corrupt
Ukrainian leaders and officials. The west attacks Russia because of
inherent western Russophobia, or hatred of Russians. Ukrainian na‐
tionalists heavily influence policy decisions of the Canadian author‐
ities. western weapons given to Ukraine will end up with interna‐
tional terrorists or on the black market. Providing military aid to
Ukraine does not help Ukraine win the war; it only extends the suf‐
fering of Ukrainians. The west should not oppose Russia because it
can eventually use nuclear weapons.

Russian pro-regime stakeholders use a wide range of instruments
in their attempt to deliver both strategic and tactical narratives to
targeted audiences. I'll identify four major types of these instru‐
ments. The first type is official Russian channels: statements by the
Russian president and his presidential administration, and state‐
ments by Russian ministries, especially the foreign ministry and the
defence ministry. The second instrument is Russian state-controlled
media, especially those producing contents in the English language.
The third is social network accounts openly or secretly run by Rus‐
sian pro-regime stakeholders. The fourth is western-based agents of
malign Russian influence, be they academics, experts, journalists,
celebrities, producers, politicians, businesses or religious organiza‐
tions—namely, entities in western countries created and/or used by
Russian pro-regime stakeholders to conceal the pro-Russian agenda
of the people behind them.

While the main objective of the Russian information warfare,
which relies on a variety of instruments listed above, is to reduced
western support for Ukraine's defensive efforts, Russian pro-regime
stakeholders appear to rely on a three-tier approach in evaluating
the efficiency of their information operations.

The first one is delivery. One-third of the success of a particular
information operation is the successful delivery of a strategic or
tactical narrative to a targeted audience. If the targeted audience
consumes that narrative, that is one-third of success.

● (1110)

The second tier is legitimacy. Two-thirds of success is when a
malign narrative is not only consumed by a target audience but also
becomes a legitimate point of view in western mainstream discus‐
sions—for example, in the media or in Parliament.

Third is acceptance. A complete success of a malign influence
operation is achieved when a viewpoint rooted in a malign narrative
produced by Russian stakeholders is not only seen as legitimate but
is also accepted as the only correct perspective. [Technical difficul‐
ty—Editor]

The Chair: Sir, you're breaking up again.

Mr. Anton Shekhovtsov: I will stop here, and I will be happy to
answer questions.

Thank you.

[Translation]

Ms. Kristina Michaud (Avignon—La Mitis—Matane—Mat‐
apédia, BQ): On a point of order, Mr. Chair.

[English]

The Chair: Thank you.

The latter part of your speech was a little choppy.

[Translation]

Ms. Michaud, you have the floor.

Ms. Kristina Michaud: The interpreter pointed out on several
occasions that the sound was cutting in and out and that it was diffi‐
cult for her, in these conditions, to translate what was being said.
We were able to hear most of the interpretation, but if the problem
continues during the question and answer period, it may be to our
disadvantage.

[English]

The Chair: We'll have to see how things progress, but we can
ask for his opening statement to be translated and distributed to the
members as well, if that's okay.

We'll go now to Mr. Scott to make an opening statement of up to
five minutes.

Please go ahead, sir.

Dr. Ben Scott (Chief Executive Officer, Reset Tech): Thank
you, Mr. Chairman and members of the committee. It's a pleasure
to be back before the Canadian Parliament. I spent several years
living in Canada and have a great deal of respect for the work you
do.

I am the CEO of Reset Tech. We're a global non-profit that works
to support research, policy development and public attention fo‐
cused on fighting digital threats to democracy, including the kinds
of Russian information operations targeting democratic states that
we're here to talk about today.



October 8, 2024 SECU-122 3

I have done quite a bit of work with my team in looking at the
case of Tenet Media, which has sparked this hearing, so I want to
talk a bit about what Tenet Media looks like.

I think all members of the committee are likely familiar with the
details of this case, but just to recap, this was revealed in a sweep‐
ing indictment by the U.S. Department of Justice back in Septem‐
ber, just over a month ago. It indicated that a company based in
Tennessee but, importantly, is a subsidiary of a Montreal-based
company run by two Canadians—Lauren Chen and her husband,
Liam Donovan—was paid $10 million by the Russians to subsidize
the production of video and social media content that was distribut‐
ed over all of the major social media platforms. This was done by
the two of them, as well as a set of six other influencers, including
Lauren Southern, who is another prominent Canadian social media
influencer.

It's notable that a lot of the media attention has described this ac‐
tivity as being focused on the U.S. market, but it's really important
to note how much of the content had a Canadian focus, and how
many Russian information operations we have observed over the
years have not distinguished much between an American audience
and a Canadian audience. Russian tactics, as the professor's com‐
ments clearly illustrate, are intended to divide and to destabilize
with disinforming and conspiratorial narratives, and that's certainly
true as for Canada as it is for the U.S.

I want to highlight here for you in my opening remarks some of
the evidence we have uncovered in our forensic work to look at
what Tenet Media did with its $10 million in Russian funding.

First, all of these accounts that Tenet was subsidizing across all
social media platforms had a total subscriber base of about 16 mil‐
lion, which is quite large. What does that mean in terms of total au‐
dience? Over the course of the last year, we were able to see Tenet
media channels on Twitter alone get 20 billion impressions. I'll re‐
peat that. They had 20 billion impressions on Twitter alone over the
course of the last year. Add to that an additional 1.1 billion video
views across YouTube, TikTok and Rumble, and the creation of a
podcast, The Rubin Report, which is consistently ranked in the top
0.01% of podcasts in the world.

This is a very successful social media influencer campaign that
has a variety of important features, not least of which is something
the researcher community has called “the Elon effect”. This essen‐
tially means tweeting at Elon Musk, who has a giant social media
presence on X, formerly Twitter, to try to get him to retweet or am‐
plify posts. He amplified Tenet Media posts 70 times over the
course of the last year, dramatically increasing the audience for this
content.

What does this mean? How is this relevant for us in evaluating
the threat level posed by the Kremlin in information operations?

I think we need to be very concerned. The Kremlin is innovating.
It used to buy Facebook ads. It used to do little bits and pieces of
influence campaigns. I'm happy to talk about some of the others
that we've seen over the years in the question and answer part of
this hearing, but for now, I think it's important to note that $10 mil‐
lion for 20 billion impressions is extraordinary value for money. It

means we can fully expect to see more attacks of this kind if we
don't already have them in the marketplace today.

This one was discovered only because of FBI signals intelligence
intercepts on the Russians, who were supplying the funding to
Tenet Media. It's very difficult to detect. It's important to call out
the fact that the Silicon Valley companies that run these platforms,
with all of their money and talent, do not seem to have any kind of
defences in place to protect against this kind of dark money payola
that's using social media channels to secretly influence public opin‐
ion in both Canada and the United States.

It's an urgent issue. It is critical that this inquiry is happening and
that Canadian forces in law enforcement and national security pay
close attention and develop defensive measures.

● (1115)

Thank you very much for your time. I look forward to the ques‐
tions.

The Chair: Thank you both very much.

We'll go, now, to our questions.

We'll start with Ms. Dancho for six minutes.

● (1120)

Ms. Raquel Dancho (Kildonan—St. Paul, CPC): Thank you,
Mr. Chair.

Mr. Lloyd is going to take my time.

Mr. Dane Lloyd (Sturgeon River—Parkland, CPC): Thank
you, Mr. Chair.

I want to thank both witnesses. My wrist is hurting from all the
notes I took during your testimony. It's been very interesting.

Mr. Shekhovtsov, in supporting Ukraine in this fight, how impor‐
tant is it to present a united front among countries?

Mr. Anton Shekhovtsov: Mr. Chair, Ukraine is heavily depen‐
dent on external support for its defensive war. What is more impor‐
tant is the unity that western nations have exhibited since the very
beginning of the full-scale invasion of Ukraine, although there are
some problematic cases in some member states of the European
Union. Ukraine also heavily relies on American and Canadian sup‐
port. In this case, consensus and solidarity among western nations
with respect to Ukraine are crucial. This is existential for Ukraine's
fight for its independence and sovereignty today.

Of course, Russia and the malign Russian actors related to the
Kremlin or Russian authorities understand how important this con‐
sensus and solidarity are. They are trying all they can to ruin this
solidarity, to create divisions and polarization, and to undermine
that solidarity and support for Ukraine; hence, the information at‐
tacks.
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Mr. Dane Lloyd: I don't think I'm putting words in your mouth
by reiterating what you said about there being a strong consensus
for the support of Ukraine in countries like Canada.

Is that correct?
Mr. Anton Shekhovtsov: That is my understanding, looking at

some data on the support Canada gives Ukraine. I mentioned it in
my speech, and I'm very sorry if the audio quality was not enough.
Canada, as far as I know, is in the top 10 of the world's donors to
Ukraine. Of course, that is extremely important.

Mr. Dane Lloyd: I'm certainly very proud of Canada's long-
standing support of Ukraine, especially as it started in 2014 with
Operation Unifier training the Ukrainian forces. A number of my
friends in the Canadian Armed Forces went over there to do that.

In a country like Canada, though, sometimes our political de‐
bates and partisanship lead to political parties accusing other politi‐
cal parties of not being supportive of Ukraine, including cases of
the Liberal Party accusing the Conservative Party of being in the
back pocket of Vladimir Putin.

Is it helpful for our strong consensus on Ukraine to have the gov‐
erning political party accuse the opposition party of being...? Does
that help build consensus, or does creating these divisive debates
bring down consensus?

Mr. Anton Shekhovtsov: Mr. Chair, it's not for me to give com‐
ments on political parties competing with each other in Canada. I
am grateful to all the parties in Canada providing support for
Ukraine.

I would not like to comment on the political debates.
Mr. Dane Lloyd: I understand.

I'll put this more generally for you.

You talked about how one part of the success of the Russian op‐
eration is our consumption of the disinformation and misinforma‐
tion they're spreading. The second part is this: Once those have
been consumed, they become part of the debate. There is now a de‐
bate about which political parties do or do not support Ukraine
when once there was, as you said, a strong consensus of support for
Ukraine.

Is that considered a success by Russia—a perception being creat‐
ed that there is no consensus of political support for Ukraine in a
country like Canada?

Mr. Anton Shekhovtsov: Mr. Chair, in this case, it is important
to highlight that only the full acceptance of a particular malign in‐
formation narrative produced in Russia can be considered a full
success for such an operation. When there are disinformation narra‐
tives spread in the mainstream media, seeing divisions is only part
of the success. It is not the only thing.

I'm sure that, for example, all of you know that one of the most
popular narratives of Russian propaganda is that Ukrainians are
Nazis—that Ukraine has a Nazi problem. The mere fact that you
know about this narrative is part of the success, but it does not
mean the entire information operation in Russia has been success‐
ful.

● (1125)

Mr. Dane Lloyd: You know, Canada has a role. We've sent ob‐
servers to help out in elections in countries like Ukraine. We see
that there is Russian interference in other countries' elections, in‐
cluding in the country of Georgia, whose election is upcoming.
How concerned are you about Russian influence campaigns in
those countries as well? How do you think Canada can play a role
in strengthening those countries' democratic institutions?

Mr. Anton Shekhovtsov: Mr. Chair, I am concerned about the
developments in Georgia. In September, I published a report on
how Russian political warfare also concerns Georgia and what ac‐
tors in Georgia are essentially amplifying Russian propaganda and
disinformation. The elections that will be held in Georgia later this
month, I think, will be crucial for democracy, not only in Georgia
but also, in a way, in this part of what is still called “the post-Soviet
space”.

As far as I know, Canada is also part of the OSCE and partici‐
pates in the OSCE/ODIHR missions. I hope that Canada will con‐
tinue participating in those monitoring missions, including in Geor‐
gia.

The Chair: Thank you, sir.

We go now to Ms. Damoff for six minutes, please.

Ms. Pam Damoff: Thank you, Chair.

Just before I start, I noticed that yesterday Ms. Dancho said that
she was going to disrupt today's meeting by bringing forward a mo‐
tion. It's unfortunate that the Conservatives would want to stall and
disrupt this meeting when we have such experts with us for this tes‐
timony, studying something that the former public safety minister
and high commissioner for the U.K. called “a crisis situation”. Let's
hope that she changes her mind so that we can actually hear from
the witnesses.

I'm going to start with Mr. Scott.

Beyond Ukraine messaging from Russia, what other kinds of
messages was Russia sending through Tenet Media?

Dr. Ben Scott: The primary messages that you see in Tenet Me‐
dia creative are what I would call a "standard culture war play‐
book". They are aimed at some of the most divisive issues in west‐
ern society at the moment—questions around immigration, LGBTQ
rights, and the validity of climate change. Also, of course, as the
professor has very clearly explained, there is an aggressive messag‐
ing campaign to try to undermine support for Ukraine. These are
consistently reiterated across all of the Tenet Media channels.
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Ms. Pam Damoff: Yes, I think Ukraine is one that we've heard a
lot about, but I'm hearing as an MP in my office Canadians express‐
ing concerns about climate change, for example, and we're hearing
a lot about that from the party opposite me. Immigration and
LGBTQ issues, all of those are filtered beyond Tenet Media and
their 16 million subscribers to Canadians. I'm wondering if you
could tell us, Mr. Scott, about the vulnerabilities that every-day
Canadians have to this kind of messaging.

Dr. Ben Scott: I think it's quite significant, especially when you
consider the way in which social media platforms function and how
they make money and what kind of content they reward and mone‐
tize. When you have channels like Tenet Media, which are hyper‐
bolic and intentionally provocative, what happens, of course, is hu‐
man nature. It draws eyeballs and people pay attention to that. Then
the algorithm that is curating content on TikTok or on YouTube
simply serves up more content of a similar type.

The more we see things, the more normal they seem and the
more normalized they become in our political rhetoric, and the less
extreme they seem to us from a political standpoint as the centre
line begins to move. How extreme can something be if it seems like
everybody on social media is talking about it?

This is the pattern that we see in digital media marketplaces,
which gradually leads towards a polarization of rhetoric. This is ex‐
tremely divisive, not only because it distorts the representation of
public opinion but also because it is so heavily rewarded. It's not
that Tenet Media relied exclusively on Russian secret dark money
to run their operation. They also made a lot of money on advertis‐
ing from the likes of YouTube and TikTok, who also make a lot of
money from this kind of overt, hyper-politicized content, without
any effort to determine where it is coming from, whether it could
be an influence operation, and what are their responsibilities in
terms of public safety and national security.
● (1130)

Ms. Pam Damoff: Thank you.

I'm going to switch to Mr. Shekhovtsov.

You've written extensively on the influence that Russia had,
through social media, on French President Macron as well as on
German Chancellor Angela Merkel. Are you seeing that kind of in‐
fluence here in Canada on our current leadership in the govern‐
ment?

Mr. Anton Shekhovtsov: Mr. Chair, I should say that Germany
and France are the main targets of the Russian operations in Eu‐
rope. For North America, it's still the United States of America that
is the primary target. I can't say that Russia is going around the
west and interfering in all elections. They do have their limits as to
where they can interfere, where they have resources and where they
maybe even have allies to interfere. In some countries, it's very dif‐
ficult for them.

In a way, Canada is not a priority for the Russian operations, al‐
though the fact that so many—

Ms. Pam Damoff: I only have a minute left.

On that, though, if we are seeing Russian influence through
Tenet Media on climate change and immigration, for example, and

then if you have political parties of differing views, is that not go‐
ing to influence Canadians' perceptions of those political parties,
given the disinformation that's put out there?

Mr. Anton Shekhovtsov: You're absolutely right. Of course, all
the content that is produced, say, in the English language targeting
the west in general will necessarily, almost automatically, have in‐
fluence on Canadian audiences. This influence is something that is
impossible to stop. It goes from one audience to another. There is
also content on climate change and, as my colleague said, LGBTQI
issues, immigration and so on.

Although Canada may not be the primary target, still, the infor‐
mation operations produced for and targeting western audiences
will also target other western nations, including Canada.

The Chair: Thank you.

[Translation]

Ms. Michaud, you have the floor for six minutes.

Ms. Kristina Michaud: Thank you, Mr. Chair.

I would also like to thank the witnesses for their presence and for
their very interesting, very enlightening, but also rather worrying
testimonies.

Mr. Shekhovtsov, you mentioned at the beginning of your speech
that Russia has been waging a political war against western democ‐
racies for a number of years, that this has intensified since 2022,
that is, since the illegal invasion of Ukraine, and that Canada was
one of the main targets because of its support for Ukraine.

I feel like we're losing this political war, especially these days.

You mentioned a few kinds of Russian propaganda messages that
make their way to Canada. They say Ukraine is corrupt, for exam‐
ple. Last week, I was in Dublin for a meeting of the Organization
for Security and Co-operation in Europe, and we met with the
Ukrainian delegation. The first thing the head of the Canadian dele‐
gation said to the Ukrainian delegation was that they should know
that, if Canada were to learn that the money it was giving to
Ukraine was being used for something other than what it was sup‐
posed to be used for, i.e., corruption, its support would cease fairly
quickly. He was saying that there was corruption everywhere, in‐
cluding in Canada and Ukraine, and that the Ukrainian delegation
had to give him that assurance.

So I get the impression that this Russian propaganda message
that Ukraine is corrupt is making its way to Canadian elected offi‐
cials and senators. I wonder how we're supposed to get back to the
truth and untangle all this false information circulating and making
its way to the Canadian Parliament.

I was surprised to hear this question. Normally, we discuss what
Canada is doing to help Ukraine, what more we should be doing,
and so on; yet we were addressing the Ukrainian delegation in an
almost confrontational way.
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I don't know if you're seeing this more and more, but I'd like to
hear what you have to say about it.
● (1135)

[English]
Mr. Anton Shekhovtsov: Mr. Chair, as far as I understand, for

the overwhelming majority of the cases of western support for
Ukraine, there are audit committees. There are commissions that
regularly check how resources are spent, including financial re‐
sources provided to Ukraine. There is a constant auditing process.
For those who are interested, it would probably be useful if they
had access to those auditing operations. They probably do not, of
course, concerning some secret information that could be too sensi‐
tive, but could for general observations and general assessments of
how money is spent, for example. Strategic communication with
those actors who are interested is important.

Social networks are another thing. In market economies, it's
probably very difficult to have any control over social networks. I
do think that authorities should talk to representatives of social net‐
works to co-operate more closely in monitoring, and removing all if
those accounts that are spreading malign disinformation that can
actually influence the lives and health of millions of people, not
necessarily only in Ukraine.

Better co-operation with social networks is important in the
short-term, mid-term and long-term. Media literacy and similar ed‐
ucational efforts are important to teach people in our age of misin‐
formation and disinformation. Honestly, there is a huge amount of
information that a regular person cannot consume without being
confused by that amount of information. It's important to teach peo‐
ple how to double-check information, how to rely on particular
sources of information and be able to distinguish truth from lies.
[Translation]

Ms. Kristina Michaud: Thank you.

I only have a few seconds left, but I'd like to ask Mr. Scott a
quick question.

You said that it was the FBI that discovered the whole scheme
behind Tenet Media, that there were people in Canada, that the
company was based here, and so on.

Would CSIS, the RCMP or our Canadian information services
have been sufficiently equipped to make the same discovery? Con‐
sider, though, that the company was based in Canada, but it was the
FBI that discovered the scheme.

Do we have the same tools as the Americans? I know, and you've
both mentioned it, that the United States is unquestionably the main
target in North America, with Canada a close second. That said, I'd
like to know if, in your opinion, Canada would have been suffi‐
ciently equipped to discover this kind of scheme.

The Chair: Your time is up, but I will allow a short response.
[English]

Dr. Ben Scott: The short answer is yes. I believe Canadian au‐
thorities do have those tools. It's a question of where to look and
how deeply, and how to prioritize law enforcement and intelligence
investigations.

● (1140)

[Translation]

The Chair: Thank you.

[English]

We'll now go to Mr. MacGregor, for six minutes.

Mr. Alistair MacGregor (Cowichan—Malahat—Langford,
NDP): Thank you very much, Mr. Chair.

I want to echo my colleagues in thanking our witnesses for help‐
ing guide us through.

I consider myself an optimist, but it's certainly hard not to be
pessimistic when you look at the challenges that we're facing from
this very real problem in our democratic space and in how our poli‐
tics operate. In the nine years I've been an elected official, I have
certainly seen the trend line getting much worse.

Mr. Scott, I'd like to start with you because I know your organi‐
zation is trying to find a way “to support a realignment of digital
media markets with democratic values.”

In your opening statement, when you were talking about the
number of impressions that were made, the subscriber base and the
1.1 billion video views of Tenet Media, I was thinking of this con‐
cept of the public square and how that has transitioned over time.
We have to be very careful as policy-makers because we don't want
to give the Canadian public the perception that we're stepping in in
a hard way. One thing we have to remember is that social media
platforms, which have become today's public square, are in fact not
public. They are owned by a handful of billionaires and they are de‐
signed for one purpose only, which is to return a massive profit to
those billionaires. They wield an incredible amount of power.

Mr. Scott, this is a probably a very big question. How do we as
policy-makers rein that power back in, so that a handful of billion‐
aires are not controlling our public discourse, but do so in a way
that tries to protect freedom of speech?

It seems like a monumental task. This is not the first time this
committee has been confronted with such a massive question. We
looked at this issue two years ago when we were looking at
Canada's security posture vis-à-vis Russia and I'm not sure we've
arrived at any answers yet.

I would love to have some of your feedback to help guide us
through this particular study because, ultimately, we want to make
some solid recommendations to the Government of Canada.
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Dr. Ben Scott: I think you're exactly right to put your finger on
the business model and the responsibilities of the industry to do a
better job of protecting security and public safety. The exploitation
of these products is not an accident. It is taking advantage of vul‐
nerabilities that these giant, extremely wealthy companies have left
in their services.

I want to state up front that the solutions that I would propose to
you are almost never to delete content. If you have an operator that
is clearly being paid by a foreign adversary to intentionally manipu‐
late and deceive the Canadian public, that's an illegal activity. It
would be illegal in any media, just like it is on social media. That's
prosecutable. That should be removed.

The key point here is that it's not the public square. It's not a mir‐
ror of society that you see when you open your phone and you look
at Twitter or Facebook. It's a funhouse mirror. It's distortion.

A public sphere brings to mind the idea that everybody has an
equal opportunity to speak. In social media, that's not the case. Tik‐
Tok and YouTube give megaphones to some speakers on their plat‐
forms and not to others. They give the megaphones to the people
who attract the most eyeballs and earn them the most money. When
you give megaphones to propagandists who are paid by the Rus‐
sians, like at Tenet Media, you are giving them a massive advan‐
tage in communicating in that public sphere and drowning out lots
of other voices that might otherwise have been finding audiences in
the Canadian public.

There are things that can be done around transparency. How do
these algorithms work? How does TikTok and YouTube decide
what gets amplified and what doesn't?

Why aren't these things more transparent to researchers and to
public interest organizations?

We look at these social media platforms like they are great inno‐
vators and magical technologists when, in reality, they're just mak‐
ing money like any other business.

Think back to the Cold War. If it were 1985 and commercial
broadcasters in Canada were handing an hour a day to the Kremlin
to program whatever it wanted with no questions asked—blasting it
out to the whole Canadian public—they'd be sat in front of this
committee in five seconds, yet with social media companies, it's
like, "Well, there's nothing we can do”.

There sure is a lot we can do about it and it starts with conversa‐
tions like this one.

● (1145)

Mr. Alistair MacGregor: Thank you very much for that.

Professor Shekhovtsov, I'd like to turn to you. Being in Europe,
you are much closer to the front lines of the confrontation between
Russia and Ukraine.

Certainly, we are no strangers to people emailing us about how
Canada is doing too much for Ukraine, that it's corrupt and that it's
full of Nazis. We've all heard that false discourse.

What I'd like you to point out is what the consequences would be
for a country like Canada if we were not to hold Russia back in
Ukraine and were to let them roll over that country.

What does that do for the general security of NATO and coun‐
tries like Canada?

Mr. Anton Shekhovtsov: Thank you for this question.

It is my belief that Ukraine, although it is currently a main object
of the Russian aggression, is not the last in line if Russia succeeds.
It only takes one Ukraine, one country, for Russia to amass huge
forces on the borders of the EU and NATO. This completely
changes the security situation in all of Europe. The assistance that
western nations, including Canada—and again, I'm grateful for the
support—give to Ukraine is not only to Ukraine, but an investment
in the security and maintenance of that security architecture in all
of Europe.

Of course, I know that Polish colleagues and colleagues in the
Baltic states are always nervous about whether NATO would come
to their help in case Russia decides to be aggressive against them as
well. However, Ukraine is indeed.... As Ukraine is standing right
now, it prevents Russia from attacking NATO member states, from
attacking the EU, where the involvement of countries such as
Canada would have been much more significant, and the amounts
of money and, then, financial assistance to European—

The Chair: I'm sorry, sir. I have to cut you off. Thank you very
much.

We'll start our second round now with Ms. Dancho.

Ms. Dancho, go ahead. You have five minutes, please.

Ms. Raquel Dancho: Thank you, Mr. Chair.

Thank you to the witnesses for being here. It's excellent testimo‐
ny.

I would like to build on some of the questions from Ms. Michaud
concerning the capacity in Canada. I have concerns that we relied
on the DOJ to find this out.

You've mentioned that we have the capacity in Canada, and yet it
seems, from what you were saying, that it hasn't been made a prior‐
ity by your current intelligence and law enforcement agencies. I do
want to ask you a question about that.

Before I get to that, I want to address something with you, Mr.
Chair. I want to register my disappointment that you cancelled
Thursday's meeting on this study. I do not feel that we were ade‐
quately consulted. The standard practice from my last experience
with this, before I was away on mat leave, was that there was much
more consultation with vice-chairs. As first vice-chair, I do think
we anticipated that we would be called to discuss what could be
done about Thursday in the event that witnesses were not able to
attend Thursday's committee meeting.
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Now, that does happen. However, in reviewing the motion put
forward by the Liberals, the witnesses who were mentioned on
there were not exhaustive. It specifically mentions other “disinfor‐
mation experts”. I know from past experience that we have had sit‐
uations where our excellent public servants have come, with rela‐
tively short notice, to provide feedback and information. Of course,
this area of study that we're working on has an intelligence focus. It
has a law enforcement focus. It has a legal focus. I would be
shocked if, among all the individuals in our public service, any of
them could not have come. I do believe that if more effort were put
in, we could have had a robust meeting with other witnesses, per‐
haps within our own government apparatus, who we should include
in this study. I want to register my disappointment in that regard,
given that we do not feel that adequate consultation was provided. I
would ask that in the future you provide better consultation.

There's a second point I want to make about this. We have a
number of other things that we could do as a committee. If we
couldn't get witnesses on this important study, we could have re‐
viewed, for example, the Paul Bernardo report that has been gather‐
ing dust. The analysts worked very hard on that report. That was an
area of intense public interest when this committee was reviewing
it. Given that the individual we were talking about was the worst
mass killer and rapist in Canadian history and was being moved
from maximum security prison to medium security prison, with all
the privileges that entails, I was shocked to see that we wouldn't at
least look at that draft report. The committee had already approved
to study that issue. We had the draft report. It's sitting and collect‐
ing dust. Why were we not able to review that report on Thursday?

Mr. Chair, there are a number of studies that we have agreed to
as a committee and a number of things we could have talked about.
I think it would be shocking to the public to think that a meeting of
the Standing Committee on Public Safety and National Security
should be cancelled because we have nothing to look into. I just
find that completely unacceptable.

Again, to quote the Liberals' own words, Ms. O'Connell said—I
would wish to discuss this with her, but she's not here at the mo‐
ment—“We, as a committee, should be held accountable if we don't
take this as a very serious priority.” She said we owe it to Ukraini‐
ans “to not wait another minute”. Yet where was the discussion,
where was the leadership from Liberal members, to ensure that we
had a committee meeting on this on Thursday?

That there was no one who could have, Mr. Chair, I find very
hard to believe. I would ask that more effort be put into ensuring
that we have this study. If we can't find witnesses, find someone
from government. It is important that we get into this issue. But if
we can't, let's focus on the work that we've already done. I would
ask that if there's no one we can find for this very study, let's look at
the Paul Bernardo study.

I wanted to register my very clear disappointment that this was
not adequately consulted on and that the Standing Committee on
Public Safety and National Security Committee of Canada failed to
have a meeting for an excuse that I don't find acceptable. There's a
whole host of issues we could be looking into. It is a failure that we
had that meeting cancelled.

Thank you.

With my remaining minute, Mr. Scott, to go back to my question,
can you elaborate a little bit on what you'd said to Ms. Michaud? I
thought it was a great area of interest that this committee should
hear.

I can reiterate, if you don't recall what I said.

● (1150)

Dr. Ben Scott: I do. I don't have any information about what the
Canadian authorities did or didn't do, or what their involvement
might have been, in the DOJ indictment. I'm only relying on pub‐
licly available documents, including the DOJ's published affidavits.

In my experience working in the U.S. government, it is very pos‐
sible, if not likely, that there was Five Eyes co-operation if this was
an intelligence operation that discovered this Russian intervention
through signals intelligence. Just because it's not public that the
Canadian authorities were involved doesn't mean they weren't. I
can't say one way or the other whether or not they had an involve‐
ment in this particular case.

What I will say is that it's very difficult to detect this kind of op‐
eration of payola influence using dark money as a foreign power,
because there are so many different YouTube and TikTok channels
out there that will operate on a pay-for-play basis. As I read the
DOJ affidavits, it was only through wiretaps that they were able to
discover this one.

Partly, I put that at the feet of the technology companies who
simply don't monitor sufficiently for patterns of propagation char‐
acteristics that indicate the probability of some kind of malign in‐
fluence or coordinated inauthentic activity.

The Chair: Thank you, sir.

We go now to Mr. MacDonald, please, for five minutes.

Mr. Heath MacDonald (Malpeque, Lib.): Thank you, Chair.

Chair, I just want to go back a little bit. Mr. MacGregor talked a
little bit about it, but it was also mentioned in the preamble. It's re‐
garding the operations launched against European countries, and
how they differ from operations launched against Canada and the
United States. We did mention France and Germany.

I'm just wondering what the difference is there between what
they're doing now to Canada and basically what they've been doing
for a number of years to France and Germany.

This is to Mr. Shekhovtsov, please.

Mr. Anton Shekhovtsov: Thank you for this question.
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Indeed, some of the Russian information operations target partic‐
ular audiences. Although the western world can be one audience,
there are still differences among different nations. Those differ‐
ences, to put it simply, are that every society has its own vulnerabil‐
ities and sensitivities. The vulnerabilities that are probably inherent
in one western society is not really a case for another.

Just to give you an example, for France and Germany, immigra‐
tion or even illegal immigration from the Middle East and Africa is
something that these countries are concerned with. This is probably
not the case for central European countries, where immigration
from those regions of the world is not that significant.

For Canada, I think it is the proximity to the U.S. Maybe some
Canadians are not very happy to be confused sometimes with the
citizens of the United States.

This Nazi problem is also a concern. I'm aware that in many de‐
bates in Canada—
● (1155)

Mr. Heath MacDonald: Thank you. I'd like to move on.

Are both far left and far right political actors equally susceptible,
or are they focusing on one over the other?

Mr. Anton Shekhovtsov: I think if we are talking about Canada,
it's mostly far left actors who are susceptible to Russian disinforma‐
tion campaigns regarding Ukraine. If the Russian propagandists are
talking about immigration or LGBT issues, then probably the Cana‐
dian far right is the most susceptible. These are different topics for
different audiences.

Really, those strategic and tactical narratives are tailor-made to
divide nations and to divide the national consensus. They're using
these extremes from the right and left to achieve their objectives.

Mr. Heath MacDonald: Can you see around the world if partic‐
ular political parties are using this propaganda as a decisive tool in
their own countries?

Mr. Anton Shekhovtsov: We see that in some countries of the
EU, and I would probably mention Hungary and Slovakia at the
moment. These countries have governments that are particularly in‐
fluenced by malign Russian strategic and tactical narratives. The
fact, for example, that Slovakia is no longer providing state-spon‐
sored support in the military sphere to Ukraine, in my opinion, is
quite largely an influence or effect of Russian disinformation being
very successful.

Mr. Heath MacDonald: In your opinion, basically in the United
States if a new government gets in over the one in office right now,
there will be a decrease in support for Ukraine. We've seen the gov‐
ernment opposition here vote against a free trade agreement with
Ukraine. Are these the types of things that concern you?

Mr. Anton Shekhovtsov: I am concerned, of course, about sup‐
port continuing for Ukraine. I'm sure it doesn't really matter for
Ukraine where the support is coming from. As I mentioned at the
very beginning, all parties and all political forces that in one way or
another provide support and assistance for Ukraine are all wel‐
comed by Ukrainians who are fighting this existential fight.

Mr. Heath MacDonald: How much time do I have, Chair?
The Chair: You have 19 seconds.

Mr. Heath MacDonald: That's fine. Thank you.

The Chair: Thank you, Mr. MacDonald.

[Translation]

Ms. Michaud, you have two and a half minutes.

Ms. Kristina Michaud: Thank you, Mr. Chair.

Mr. Shekhovtsov and Mr. Scott, my question is for both of you,
and you can answer in turn.

It has to do with a fairly recent controversy in Canada. I don't
know if you've heard about it. People wanted to present the docu‐
mentary Russians at War at the Toronto International Film Festival.
This documentary was made by a Russian-Canadian documentary
filmmaker, Anastasia Trofimova. Some people say it's obviously
Russian propaganda, and that it was filmed illegally in occupied
Ukrainian territory. Others say it's not Russian propaganda and that
it was financed by France and Canada. Canada did indeed donate a
few hundred thousand dollars for the production of this film.

How does one go about detecting or differentiating between the
different forms that propaganda can take in Canada?

I don't want to make allegations, and I don't want to say that this
film is propaganda, but there was controversy nonetheless. The
Deputy Prime Minister said she was uncomfortable with the fact
that it was funded by the Canadian government. The Ukrainian
MPs I met last week made us aware of this. I don't know if the
president of the Ukrainian Canadian Congress mentioned it. I know
she was here at the last committee meeting. However, it's still
something that's floating around in the news. We're wondering
whether we should make room for it. We wonder if it could be a
form of propaganda.

How do you think we can untangle all this?

Mr. Scott, would you like to speak first?

● (1200)

[English]

Dr. Ben Scott: Thank you for your question.

I'm unfamiliar with the film. I can only speak broadly and say
that there always has been and always will be, in democratic soci‐
eties, speech that makes people uncomfortable.

The question is, first and foremost, is it lawful? There is a very
high bar in Canada for what constitutes illegal speech. If it reaches
or exceeds that bar, then it shouldn't be permitted. Everything else,
I think, is fair game. However, that doesn't mean that broadcasters
or social media platforms have to amplify it and extend their audi‐
ence for commercial reasons beyond that which it would achieve on
its own merits.

The Chair: Thank you, Madam.

We go now to Mr. MacGregor for two and a half minutes, please.
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Mr. Alistair MacGregor: Thank you, Mr. Chair.

I'll turn to Mr. Scott again.

I wanted to look at how we assign responsibility for where we're
at. I mean, in my opening exchange with you, I talked about how
we have a handful of billionaires who control and wield so much
power and influence over the public discourse through their plat‐
forms. We're certainly looking forward to hearing from a few of
those representatives.

As you know, for the influencers themselves, these are not regu‐
lar everyday folks. They are multi-millionaires in some cases. They
make a lot of money doing what they do.

Do you think the influencers themselves need to be assigned
some responsibility for this? Or can they remain wilfully ignorant
of where they're receiving their money from? Do we need to target
the social media platforms? One of my NDP colleagues has an idea
for legislation that tries to enforce algorithmic transparency. Do we
need to look at large corporate sponsors whose ads run on these
platforms and are being funnelled towards eyeballs, depending on
how extreme the content is, or is it a mix of all three?

I would love to hear your feedback on that.
Dr. Ben Scott: Yes, you should do all of those things.

I'll echo the comments at the top of the hearing that for the indi‐
viduals involved in the Tenet Media case, who are Canadian citi‐
zens, they ought to be before this panel.

I would also say that representatives of the technology compa‐
nies, in particular, Google, which owns YouTube; and TikTok,
Meta and Twitter also should be sat before this committee and be
answering questions about what they do and don't do to guard
against foreign interference operations.

The vulnerabilities that these companies permit on their products
is really unacceptable, and they do so because we allow them to do
so, as citizens and as communities who have the power to make
laws and determine how businesses do and don't make money. The
longer we allow them to do this without accountability and with
impunity, the more we send the message that this is a completely
acceptable practice and they can off-load all the harms of security
and safety vulnerabilities onto the public.

Mr. Alistair MacGregor: I'll leave it there, Chair.
The Chair: Thank you.

We're going to wrap up this panel.

Thank you, witnesses, for your testimony and for appearing to‐
day. Your information is most helpful.

That concludes this portion of the meeting. We will suspend for a
few minutes to change panels.
● (1200)

_____________________(Pause)_____________________

● (1210)

The Chair: We are short one witness, at this point. Hopefully,
that witness arrives online in the interim. We will pause briefly and
test their audio.

I would like to welcome our witness for the second hour.

From the Centre for International Governance Innovation, we
have Mr. Wesley Wark, senior fellow.

Thank you for joining us today.

I'll now invite Mr. Wark to make an opening statement of up to
five minutes.

Please go ahead, sir.

Dr. Wesley Wark (Senior Fellow, Centre for International
Governance Innovation): Thank you, Mr. Chair.

I'm grateful to appear before the committee on this important
study.

There are two concerning aspects of Russian disinformation tar‐
geting Canada. One is real. It's the effort to manipulate Canadian
attitudes towards the Russian invasion of Ukraine. The other is
what I call a “potentiality”. It's the use of Russian intelligence and
cyber-capabilities, which are significant, to interfere in Canadian
elections and democratic processes in the future. These elements
were captured in the CSIS intelligence assessment of May 2023,
which was recently released to PIFI.

The conclusion to the CSIS assessment reads:

While the Russian diaspora and its organizations may not have a broad impact
on Canadian society, their influence becomes more apparent when consolidated
with other organizations and their online presence, pro-Russian proxies or agents
of influence, and [the Russian Federation's] global disinformation efforts.

There is also, of course, the blowback potential of Russian disin‐
formation operations targeting other countries, especially the Unit‐
ed States.

The question I want to address concerns Canadian governmental
capabilities to detect and counter Russian-directed online informa‐
tion operations.

The first is on detection. This involves attack attributions back to
a Russian state or proxy source, the tracing of methodologies of at‐
tack—especially technical ones—and an understanding of intended
targets. Canadian capabilities for detection of malicious online in‐
formation operations are nascent and were created in an evolving
and reactive way. This is the history of the rapid response mecha‐
nism, or RRM Canada, in a nutshell.
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I'll very briefly go over that history. The RRM, as I'll call it, was
created following the 2018 G7 meeting in order to perform a coor‐
dination function that can respond to a variety of shared threats to
democracy. It was only after the Russian invasion of Ukraine that
the Prime Minister announced, in August 2022, the establishment
of a dedicated unit in RRM Canada at Global Affairs to address
Russian and other state-sponsored disinformation. In essence, RRM
Canada's disinformation unit is brand spanking new. Its resources
are minuscule and its capacity to engage with a range of expert, pri‐
vate sector media-monitoring and open-source intelligence organi‐
zations is very limited. It was an innovative idea and has potential,
but its “engine room”, as I call it, is far too small, and its fit as a
Global Affairs Canada unit within the broader security and intelli‐
gence community is very problematic. Our detection side is weak.

What about countering? There are various tools. I'll list them: en‐
gaging with foreign state actors directly; working with allies, which
is an important one; naming-and-shaming campaigns, as they're
sometimes called; helping to strengthen the resilience of targeted
communities, not least by giving them the means to be the eyes and
ears against disinformation; and providing broader public education
through published threat assessments from organizations like CSIS
and CSE. At the pointy end, there are two things. One is using CSE
powers to what could be called, colloquially, “hack back”. This is,
in essence, using powers provided to CSE in 2019 for offensive cy‐
ber-operations. The other is criminal sanctions, which should be
boosted by some of the provisions in Bill C-70. No one tool will
suffice. All are necessary.

What about the foreign influence transparency registry, newly es‐
tablished through Bill C-70? Here I would urge the committee to
have realistic expectations. FITR—the acronym—will mostly be a
registry for good guys. It won't stop covert bad actors, but it might
have a deterrent effect on grey-zone activities and open up a crimi‐
nal sanctions path, such as the one utilized in the recent United
States Department of Justice indictment against two Russia Today
actors.

What do we need? First, I would argue that we need upgrades to
RRM Canada's capacity and changes to its placement in govern‐
ment. One suggestion would be to move it to Public Safety's office
for countering foreign interference. It's in the wrong place at Global
Affairs.

We also need—and this is critical to any understanding of for‐
eign malign influence operations—a much stronger open-source in‐
telligence capability in the Canadian S and I community.
● (1215)

There is some capability. The function is far too widely distribut‐
ed within the S and I community and subject to too many diverse
mandates and sets of authorities. We saw some of this at work with
regard to the government's efforts to respond to the freedom convoy
protests. A central OSINT—open source intelligence—agency with
a clear mandate is needed.

Finally, I would encourage the committee to give some serious
thought to creating an equivalent of Sweden's Psychological De‐
fence Agency, which was established by Sweden in January 2022.
This agency combines an operations role in detecting and counter‐
ing foreign malign influence operations, especially over social me‐

dia, with a public role to strengthen societal resilience. A psycho‐
logical defence agency may sound a little Orwellian, but that's the
world we live in.

Thank you, Chair.

The Chair: Thank you.

Our other witness, Mr. Oksanen, is now able to join us online.
We will pause briefly and do an audio check.

We are now joined by Mr. Patrik Oksanen, who is appearing as
an individual. Mr. Oksanen is a resident senior fellow at the Stock‐
holm Free World Forum, and he is joining us, of course, by video
conference.

Mr. Oksanen, would you please go ahead with your opening
statement of up to five minutes?

● (1220)

Mr. Patrik Oksanen (Resident Senior Fellow, Stockholm Free
World Forum, As an Individual): Thank you, sir and dear
madams and sirs. I am very honoured to be invited to the commit‐
tee to give a statement on Russian influence in allied countries.

I will focus my time on transnational repression, targeting people
from Nordic countries who are in EU and NATO countries. These
are people who have been exposing Russian influence work.
Among them are journalists, researchers and civil servants.

My personal experience started in 2015, when I wrote about Rus‐
sian information warfare as an opinion writer for a green, liberal,
centrist, regional Swedish newspaper. Since then, I have received
phone calls with demands that I stop writing because I am about to
cause a nuclear war. I have regularly been accused of being a racist,
mentally sick and a very despicable person, and I have received
several death threats online. I have been physically intimidated in a
public place by the pro-Russian, Nazi Nordic Resistance Move‐
ment. By the way, it is classified in the U.S. as a terror group.
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I have been smeared and wrongly accused of being a convicted
pedophile in a Facebook group very close to the Russian embassy
in Sweden. It was a campaign in which an alternative media editor-
in-chief took part. He was prohibited from entering the Swedish
parliament due to contacts with Russian intelligence. He repeated it
and gave it a larger reach to the extent that I have also been ha‐
rassed in person about this accusation outside my part-time work‐
place, the Swedish Defence University in Stockholm. That was by a
student at the university who has a background in the alternative
right movement.

These are just some brief examples of what has happened over
the last decade, and is still happening. Of course, they have had
consequences for me and my family, as we now live with our ad‐
dresses and public registers protected in Sweden.

However, here is the clue. I am not the story. I am here as just an
example of the story. The story is how Russia tries to scare those
who expose Kremlin operations to the public.

If we widen the scope, here are some more things that we know
have happened to Nordic citizens in EU and NATO countries.
These are citizens who work as journalists, experts or public ser‐
vants.

We have cases of home visits. People leave traces in your home,
like an unflushed number two in the toilet, so you can see that
someone has been there. Feel the stress and insecurity of what that
means. Imagine that happening in your home.

There have been cyber-attacks against individuals, infiltration of
workplaces with an insider giving Russian operatives data on a per‐
son's travel and whereabouts, nameless demonstrations and mass
reporting to media or researcher ethics boards targeting an individu‐
al person, and digital and physical harassment up to the level of the
demonstration of the capability to kill someone, such as a drive-by
shooting with a water gun in a central European capital.

All these methods have resulted in self-censorship and a delayed
understanding of the threat. One public example is Swedish politi‐
cal scientists not daring to sign a public debate article in a Swedish
paper in support of one of their targeted colleagues because they
were afraid that they would receive similar treatment.

The aim of these methods is to paralyze or fragment a hostile
person. This is how the East German Stasi defined these methods
back in the 1980s. They have real, long-term effects on the targets,
like stress-related diseases, mental strain and a lack of understand‐
ing from their surroundings, like workplaces and the public sphere.

It has been a long time since Russia threw out the rule book, and
we are now heading to a more critical situation in relation to Rus‐
sia. In the year ahead and the years to come, Russia will deploy any
means below article 5 to frighten and split our societies so that Rus‐
sia can achieve its imperial goals. These are threats to peace, stabil‐
ity and national security, both in the Nordic countries and in
Canada.

Thank you for listening. I am happy to take your questions.

The Chair: Thank you, sir, for your statement.

The clerk has asked me to remind you that, should you need
translation services, if you look on your Zoom window, there's a
button on the bottom somewhere near the centre that allows you to
choose between English, French or original feeds. Please advise us
if you have any difficulties.

We will start our questioning now with Mr. Lloyd.

Mr. Lloyd, go ahead, please, for six minutes.

● (1225)

Mr. Dane Lloyd: Thank you, Mr. Chair.

Thank you to the witnesses for being here today. It is a very in‐
formative panel.

Mr. Wark, concerning any foreign interference campaign,
whether it be from China, Iran, Russia or any other hostile foreign
state actor, is it more effective for them to basically create false
campaigns out of nowhere, or do they generally latch on to existing
societal issues to amplify their campaigns?

Dr. Wesley Wark: Thank you, Mr. Lloyd. It's an excellent ques‐
tion.

The general view that emerges from studies of propaganda offen‐
sives over decades if not centuries is that they are typically most ef‐
fective when they are able to latch on to existing views, even if
they're minority views, and try to amplify them, find new audiences
for them and spread them.

I think it's relatively rare that a disinformation operation from a
foreign authoritarian state would try to create some brand new nar‐
rative. They depend for their success on latching on to what they
understand to be societal dynamics in foreign states. I would say,
finally, that this is potentially a weakness for authoritarian foreign
states, because it requires a fairly sophisticated understanding of the
state that they're targeting.

Mr. Dane Lloyd: My question leads into concerns that Canadi‐
ans have right now regarding inflation, housing and crime. These
aren't issues that are being made up by foreign state powers. They
might be being amplified by them, but they aren't issues that are be‐
ing made up by foreign powers. These are real issues that Canadi‐
ans are facing. Wouldn't you agree?

Dr. Wesley Wark: Absolutely, and, of course, disinformation
campaigns love to latch on to various kinds of conspiracy theories
that might link to some of those significant societal issues.

Mr. Dane Lloyd: Thank you for that.

At our previous panel last Tuesday, I was very concerned be‐
cause the witnesses were talking about the high level of infiltration
of Canada's media and academics. I learned about the existence of a
group called the Valdai Club.
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Can you comment on the role of Russian misinformation and dis‐
information campaigns on influencers in academia and media?

Dr. Wesley Wark: I may be the wrong person to give you an ab‐
solutely objective view of this, coming out of that academic com‐
munity, but I would say that the impact within the academic world
is probably pretty limited. If you take the example of the Valdai
Club, I cannot imagine there are many Canadian academics who
would fully subscribe to their activities in the present day. The Val‐
dai Club has evolved over time. It is certainly something much
more sinister and propaganda oriented than it was when it was first
established.

I don't think there is large traction in the academic community. I
also doubt that it's really a significant target for Russian disinforma‐
tion operations.

CSIS's intelligence assessment is interesting in that regard, be‐
cause it really is suggesting that what Russia would like to be able
to do, as a foreign state actor in disinformation, is latch on to a Rus‐
sian diaspora in Canada and try to use elements of that diaspora to
spread the message further, but there are significant limitations in
their ability to do that.

Mr. Dane Lloyd: That is interesting.

You talked about the weaknesses of the government's actions.
You're talking about the minuscule investment at Global Affairs
Canada. Can you elaborate further on that? Why do you believe
that there's been such a minuscule investment, and what do you
think needs to be done in order to deter this Russian misinformation
and other foreign actors?

Dr. Wesley Wark: That is an excellent question, and probably
government officials are better placed to explain how this attention
has evolved.

I'm confident in my appraisal that it is minusculely resourced at
RRM Canada. The best available figures are that there are between
six and eight officials assigned to that unit of Global Affairs. There
are also, in addition to the human talent question, the sophisticated
technological capacities that you need to be able to sift through an
immense universe of social media and other Internet activity to
come up with indications of disinformation campaigns.

This is why the general understanding is that no government, no
matter how well it might resource a unit like RRM Canada, is able
to do that on its own. It has to be able to engage in extensive part‐
nerships with established social media monitoring companies, with
established private sector, open-source intelligence organizations.
Creating those partnerships is something that, frankly, the Canadian
government is very bad at doing.
● (1230)

Mr. Dane Lloyd: Based on the comments you just made about
the minuscule investment, do you think this government is not tak‐
ing this issue as seriously as it should be?

Dr. Wesley Wark: I think they have come to take it seriously,
partly under pressure of the events. I think attitudes shifted with re‐
gard to the seriousness of Russian disinformation after the Russian
invasion of Ukraine, although Russia has been a problematic actor
in international affairs for a long time.

Similarly, I think attitudes profoundly shifted with regard to un‐
derstanding China's engagement with the world in the context of
the two Michaels case.

There have been shifts, but they have been recent ones, and per‐
haps delayed.

Mr. Dane Lloyd: Would you say our current government was
taken by surprise by this development?

The Chair: Thank you, Mr. Lloyd.

The witness can answer quickly.

Dr. Wesley Wark: Did it take the government by surprise? Yes, I
think that's fair to say. The scale of both Russian and Chinese ag‐
gressive operations targeting democracies in the West, not just
Canada, using a range of tools, not least espionage and cyber-attack
tools, and the extent of that aggression did certainly take the Cana‐
dian government by surprise.

The Chair: Thank you.

We go now to Mr. Erskine-Smith for six minutes.

Mr. Nathaniel Erskine-Smith (Beaches—East York, Lib.):
Thanks very much, Chair.

Professor Wark, it's good to see you again.

I want to pick up on the thread by Mr. Lloyd regarding disinfor‐
mation and propaganda taking issues that already exist and ampli‐
fying them to sow distrust and social disorder.

If you look at the Tenet Media case as an example, there are sto‐
ries focused on Canada, like “Inflation In Canada Is Insane”. Okay,
that sounds like it could have come from any quarter in a more con‐
servative network, but then they have “Canada Has Fallen”. “Fall‐
en”, “broken”—we've heard that refrain before. Then there is
“Canada is Becoming A COMMUNIST HELLHOLE” and “The
Great Replacement: Can we finally talk about it?”

There's a pattern where it might start with something that is with‐
in the realm of ordinary discourse, and we get to a place that is in‐
credibly sinister. Can you speak to that element of propaganda,
specifically Russian propaganda in this case, but propaganda over‐
all?

Dr. Wesley Wark: I think the potential is clearly there. We
would need to consider it in a proportional sense in terms of real
impacts in Canada and real understandings, again, on the part of
foreign states devising these campaigns about the nature of the so‐
ciety that they're trying to alter perceptions within. I think those are
two great limitations.

However, just for example, with regard to what we know of
Tenet Media's operations, one of its key influencers, who it hired
and spent a lot of money on, was a figure who turned up with at‐
tached allegedly heroic significance during the “freedom convoy”
protests and the occupation in Ottawa. That may be a small indica‐
tion of some of the dangers that can attach to this.
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Mr. Nathaniel Erskine-Smith: Let's stay with that, Mr. Wark,
because Mr. Scott, who was just here, suggested that the accounts
that were subsidized by Tenet Media ultimately accrued 16 million
followers and had that initial reach, but then in Tenet Media chan‐
nels, in one year, just on Twitter alone, they had 20 billion impres‐
sions and an additional 1.1 billion video views on other platforms
like YouTube and Rumble.

In the words of Mr. Scott, and he's right, that's absolutely ex‐
traordinary value for $10 million.

You mentioned the “freedom convoy”, though. There's a clear
case where there was a destabilizing conversation in our debate,
certainly, and yes, some Conservatives were tripping over them‐
selves to deliver coffee and donuts, but the fact of the matter is
there were many far-right accounts in the convoy crowd who were
retweeting and amplifying RT content—Russian content. What do
you make of that?

Dr. Wesley Wark: This is how social media campaigns can at‐
tempt to be effective. For many of us who would not spend time on
Tenet Media channels, it is a head shaker the extent to which they
are able to spread their message through this network.

I would note, and it's a component of the indictment, as you
probably know, that Tenet Media was not able to show the commer‐
cial value to justify the Russian investment in it. I think there is an
important difference to be—
● (1235)

Mr. Nathaniel Erskine-Smith: I'm sorry to cut you off, Mr.
Wark, but you mentioned the indictment, and I want to get to that. I
only have a minute and a half left.

Mr. Scott was talking about solutions, and I want to get there.
When it comes to solutions, obviously, and when it comes to Cana‐
dians amplifying content in good faith, as much as it might be mis‐
guided, or in the case of Russians amplifying homegrown Canadian
content, the path to enforcement isn't clear to me.

Free speech does matter, and we have to protect free speech. In
that specific indictment, you have Founder-1 and Founder-2, and
we clearly know that Russians are funding their operation here. I
don't know about the actual producers of the content. Maybe they
don't know, right? They say they don't know. However, Founder-1
and Founder-2 knew what was going on, based on the information
in that indictment.

Is the law clear enough to ensure there's going to be action
against Founder-1 and Founder-2? They're not charged yet, but is
the law clear enough that there's a path for that?

Dr. Wesley Wark: Mr. Erskine-Smith, that's a great question.

Much will depend on how the foreign influence transparency
registry is rolled out. We have the legislation. We don't have the
registry, yet. The registry would have the capacity to do two things
if it is effectively instituted. One would be to provide some degree
of deterrent against so-called grey zone actors, and you might con‐
sider Tenet Media founders as an illustration of that. The other
would be to pursue either monetary or criminal sanctions under ei‐
ther that legislation, or changes to the Criminal Code that were in‐

troduced, particularly changes to the Security of Information Act
that were introduced in Bill C-70.

Hypothetically, in future, we might have a better capacity, as the
United States has had for some time, to use criminal sanctions
against such activities. At the moment, we don't really have that.

Mr. Nathaniel Erskine-Smith: Thanks very much. I appreciate
it.

The Chair: Thank you, Mr. Erskine-Smith.

[Translation]

It's your turn now, Ms. Michaud.

You have the floor for six minutes.

Ms. Kristina Michaud: Thank you, Mr. Chair.

I thank the witnesses for being here.

I'll continue in the same vein; my questions are for Mr. Wark.

I wanted to get your opinion on Bill C‑70 that the House passed
a few months ago to deal with foreign interference. I was asking the
witnesses in the previous hour whether they thought Canada had
the same tools at its disposal as the Americans with the FBI, for ex‐
ample, to uncover schemes like the one behind Tenet Media. I'd
like to know what you think.

Do you think we have the same tools as the Americans to deal
with this interference? Do we also have the right legislative tools in
a context where everything is evolving so rapidly, technologically
speaking?

We know that social networks are a powerful tool for disinforma‐
tion. Right now, are these legislative tools to be found in Bill C‑70,
or do we need to go further?

Will we have to constantly renew ourselves to be on the cutting
edge of new tactics or stratagems used by people who want to make
disinformation or propaganda for Russia's benefit? I imagine so.

[English]

Dr. Wesley Wark: Thank you, Madame Michaud. I'll respond in
English.

In terms of tools, I think the first tool is the ability to detect these
kinds of serious activities. That goes to the intelligence capacity. It
goes to the disinformation monitoring capacity, which is too weak
at the moment in Canada—and that was the burden of some of my
remarks in the opening presentation.

In terms of responding to them—if you can detect them—I think
the tool kit has been very limited up until recently. Bill C-70 will
improve things. Bill C-59, before that, with its new powers given to
CSE, may improve our capacities to respond to these disinforma‐
tion campaigns and try to render them null and void.
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The last thing that has to be said is that in no real universe will
we be able to detect or counter all disinformation campaigns. At the
end of the day, it comes down to Canadian citizens and consumers
being able to respond to them in a sensible way.
● (1240)

[Translation]
Ms. Kristina Michaud: In your opinion, what examples can we

take from the United States?

The United States seems a little more advanced, being the main
target of Russian propaganda in North America. Are there any ex‐
amples of what's being done there that Canada can learn from to
improve?

I quite agree with you, we'll never be in the same place or the
right place to predict everything. However, have you noted any
good examples of measures being taken elsewhere in the world
from which we could learn?

The previous witnesses were saying that in Europe, we might
think of France and Germany as the main targets. To your knowl‐
edge, do these European countries and the United States have ways
of doing things that Canada could learn from?
[English]

Dr. Wesley Wark: I just want to say very briefly—and I don't
mean this in a supercilious way—that the United States has the
FBI, and we do not. We have the RCMP, which has divided atten‐
tion in terms of contracted policing roles and national security
roles, and as the National Security and Intelligence Committee of
Parliamentarians recently pointed out, that division of responsibili‐
ties is not serving Canadians well. Something has to be done seri‐
ously to boost the capacity of the RCMP to perform as a national
security law enforcement agency, which has been in its mandate for
decades and was reinforced, frankly, once CSIS was created. So,
we have a big problem on the law enforcement side.

The legislative side, I think, we are improving on, but again, I
would come back to the fact that we need.... The starting point for
all of this has to be an intelligence capacity, which we don't have at
the moment.
[Translation]

Ms. Kristina Michaud: In your opening remarks, you talked
about a responsibility that falls under Global Affairs Canada, but
which should be the responsibility of the Department of Public
Safety and Emergency Preparedness.

Could you come back to that and, if possible, tell us a little more
about it?
[English]

Dr. Wesley Wark: I would just say, as I tried to explain in the
brief history, that the rapid-response mechanism was originally es‐
tablished as a kind of secretariat to coordinate activities on the part
of the G7 countries. That was in 2018. It was only in late 2022,
midway through the year, on the basis of what we were seeing in
terms of the kind of psychological operations that Russia was con‐
ducting, in conjunction with its invasion of Ukraine, that the gov‐
ernment decided that we needed a dedicated unit to kind of monitor
disinformation, so that was added on to RRM Canada in 2022.

It's important, of course, to note that Global Affairs Canada has
no specific legislative authority to do this work. It relies on Crown
prerogative to do it, which is, in the world of intelligence, always a
weakness.

The Chair: Thank you.

[Translation]

Thank you, Ms. Michaud.

[English]

We go now to Mr. MacGregor for six minutes, please.

Mr. Alistair MacGregor: Thank you very much, Mr. Chair.

Thank you to both witnesses for joining us today.

Professor Wark, I'd like to start with you.

I appreciate your opening remarks about the rapid-response
mechanism, and I guess it's in the name. It's a response; it's after the
fact. I'm always trying to look for more proactive ways that we can
effectively deal with this issue. You may have heard my earlier in‐
terventions with Mr. Scott from Reset Tech, just lamenting the fact
that so much of our public discourse today is held on platforms that
are controlled by a handful of billionaires whose main motive, of
course, is to enrich themselves. We can see the way their social me‐
dia platforms operate.

I think Mr. Scott said that if we were back at the height of the
Cold War in the mid-1980s and a number of Canadian media com‐
panies were running an hour's worth of Kremlin propaganda, they'd
be hauled before a committee right away, and action would be tak‐
en.

I guess from your perspective we've talked about how we can
confront the power that these social media companies wield. I
know it's difficult from a Canadian perspective because they're
largely based in California and in Silicon Valley, and they are sub‐
ject to U.S. laws. However, doing nothing is not an answer. We
have already seen the corrosive effects that their platforms are hav‐
ing on what people in Canada are thinking about and the effect it's
having on our democratic norms.

Do you have any thoughts that you can share with the committee
on how we proactively deal with the platforms that are hosting a lot
of this misinformation and disinformation that is, in some ways, di‐
rectly linked to what Russia is trying to do with its strategic objec‐
tives?

● (1245)

Dr. Wesley Wark: Mr. MacGregor, I wouldn't claim to be an ex‐
pert on platform regulation. For many of the people I work with at
the Centre for International Governance Innovation, that's their
kool-aid, and I'm sure they would be happy to come and talk to you
about that at some point.
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I'll come back to your question about the rapid response mecha‐
nism, and I'll say that it's probably mistitled. I think the idea was it
was going to be a rapid detection mechanism, but maybe that
sounded a little too un-Canadian when it was created. I think I
would take to heart many of Mr. Scott's comments in terms of a
guide, particularly in terms of requiring these social media plat‐
forms to be much more transparent and much more responsible.

I would also add to that—and this, maybe, just reflects my own
age—that we did this to ourselves. No one required us to sign up to
YouTube, Instagram, etc., and, you know, drink from those foun‐
tains. I think Canadians have to exercise some degree of responsi‐
bility themselves in terms of how they intersect with social media
platforms. There's an education component to that. There may be a
regulation component to it, but at the end of the day, in a democrat‐
ic society, it comes down to our being able to exercise good judg‐
ment in that regard.

I think there's a lot that can be done, and this is why I'm very
keen on a model like the Swedish Psychological Defence Agen‐
cy—which perhaps our other guest knows more about than I do—
that could combine a detection capacity and use intelligence re‐
sources and so on alongside a public-facing organization that could
really talk to and try to educate Canadians.

Mr. Alistair MacGregor: Thank you for that.

Mr. Oksanen, maybe that's a great segue to you.

I'd like to have your thoughts on the same question because, with
Canada's geographic position in the world, I think we have a histo‐
ry of feeling quite insulated from events that happen on the other
side of the Atlantic. Of course, for residents in Sweden and for your
neighbour in Finland, Russia is always present and always has
been, for centuries. I'm wondering how that informs the discourse
in Sweden on this very same topic. Are there any other lessons that
you think Canadians need to learn from that so that we can make
recommendations to our own government?

Mr. Patrik Oksanen: I think both Finland and Sweden have had
an advantage here because we know Russia more than other coun‐
tries. You mentioned earlier in this panel discussion that there are
problems in Germany and in France because they don't have the
same level of understanding of Russia. We have a good understand‐
ing of the problem, in general, in society.

As mentioned, we have this new agency: the Psychological De‐
fence Agency. It has been up and running now for two years. The
effects are too early to tell, really, but what we are seeing is that
there is an increased level of awareness in society. They've been do‐
ing a lot of work in educating civil servants in various levels. Also,
they have this detection capability so that they can reach out to rele‐
vant agencies that have to deal with the actual problem and that
have to address it in the Swedish system. The Psychological De‐
fence Agency is not the one addressing this information if it is un‐
der, for example, public health.

If I may also address the overall question on regulated platforms,
I think we should start to have a debate and think about social me‐
dia a bit like tobacco. We have dealt with tobacco in a way to in‐
form the public of the problems and the risks. For example, for
young people, they are not able to buy it, and so on. I think that is

an approach that we should consider in the open society. That de‐
bate is nowhere yet in the world, but I think that is something that
we need to start to think about.

The Chair: Thank you, Mr. MacGregor.

We'll start a second round now with Mr. Brock.

Please go ahead. You have five minutes.
Mr. Larry Brock (Brantford—Brant, CPC): Thank you,

Chair.

I'd like to thank both witnesses for your attendance and participa‐
tion in this study.

At this time, Mr. Chair, I'd like to move a motion that was put on
notice last Friday and was filed with the clerk in both official lan‐
guages.

The motion reads:
That the committee reports to the house the Minister should apologize for de‐
fending a dirtbag cop shooter by saying “It is disturbing to me as a member of
Parliament to hear other members of Parliament use names and slurs toward
constituents. These are Canadians we are talking about. When we are calling
each other names and calling constituents names we can do better” and recog‐
nize this monster is currently being charged with attempted murder, possession
of a firearm, uttering death threats and breaching a probation order, and has pre‐
viously been charged with possessing a stolen vehicle, stolen license plates,
breaking into and entering multiple homes, as well as breaching an earlier proba‐
tion order.

I'd like to be recognized as the first speaker, Chair.
● (1250)

The Chair: Thank you, Mr. Brock.

I call the attention of the committee to House of Commons Pro‐
cedure and Practice, page 1065. Regarding the admissibility of mo‐
tions to committee proceedings, “a motion should not contain of‐
fensive or unparliamentary language. Motions should not contain
any objectionable or irregular wording, and they should be neither
argumentative nor in the style of a speech.”

On that basis, the chair finds that this motion is not admissible.

An hon. member: I challenge that.

The Chair: The chair has been challenged.

The decision for the committee is this: Shall the decision of the
chair be sustained? If you vote yes, then you agree with the chair. If
you vote no, then the motion will go forward.

Mr. Clerk, would you take the roll, please?

(Ruling of the chair sustained: yeas 7; nays 4)

The Chair: Thank you, Mr. Clerk.

The chair's decision is sustained.

Mr. Brock, you have two minutes left.
Mr. Larry Brock: I'll pass the rest of my time to my colleague,

Mr. Motz.
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Mr. Glen Motz (Medicine Hat—Cardston—Warner, CPC):
Thank you very much, Chair.

I would like to ask Dr. Wark a question, if I could.

We had a witness here on Tuesday last week whose question
was, why is Canada still a safe haven for Russian operatives?

I'd like to ask you the same question. Why is Canada still such a
safe haven?

Why has the current government not taken any action with re‐
gard to those in Canada who collaborate with institutions that
spread Russian propaganda?

Dr. Wesley Wark: Thank you for the question, Mr. Motz.

I could preface my answer by saying that I wear as a badge of
honour the fact that I'm on the Russian sanctions list. That is not
our list of sanctioned individuals, but theirs. I think I'm on that list
partly because I have advocated for much more aggressive activity
on the part of the Government of Canada in terms of Russian diplo‐
mats, who are engaging in activities that are not commensurate
with their Geneva Convention duties, being declared persona non
grata.

As Mr. Motz probably knows, Canada is almost unique among
NATO and EU countries in not having expelled a single Russian
diplomat from its establishment in Canada since the Russian inva‐
sion of Ukraine. Frankly, I think there is no good argument to be
made for that lack of action. I would distinguish that activity, which
is fully within the federal government's capacity, from the broader
question of dealing with Russian potential agents of influence,
proxies and so on, in Canada.

Here, I think there is a twofold problem. One is that up until very
recently, in Bill C-70, we really haven't had the legal tools to re‐
spond to that problem.

Secondly, I think there is, as I indicated in response to Madame
Michaud's question, a genuine institutional lack of capacity, both on
the intelligence side and the law enforcement side, to be able to re‐
spond to these threats.
● (1255)

The Chair: Thank you, Mr. Motz.

We go now to Mr. Gaheer.

Please go ahead. You have five minutes.
Mr. Iqwinder Gaheer (Mississauga—Malton, Lib.): Thank

you, Chair.

Thank you to the witnesses for appearing before the committee.

Professor Wark, my questions are for you.

You've mentioned to me in the past that we don't have an FBI in
Canada. We have the RCMP and up to 80% of the work they do is
contract policing.

You've obviously thought about this at length. Can you talk a lit‐
tle bit about what it would look like if the RCMP looked a little bit
more like the FBI? What would happen to contract policing?

In your opinion, what could the RCMP then focus on that they
don't quite have the resources for now?

Dr. Wesley Wark: Very briefly, Mr. Gaheer, it's a complicated
issue.

I think that in the broad scheme of things, the RCMP should get
out of the business of contract policing altogether. An alternative
model would have to be found in funding law enforcement in the
provinces, territories and municipalities. Surely that is not beyond
our ability.

I think what we need the RCMP to become is a nationally fo‐
cused law enforcement and national security agency that can really
have the capacity to dig into a variety of serious criminal and na‐
tional security offences, whether they're serious organized crime in
nature or have to do with national security challenges, of which we
face many.

Mr. Iqwinder Gaheer: We've talked a little bit about the specif‐
ic tactics that are employed by Russia to manipulate western voic‐
es.

Do you want to expand on that a little bit?

Do you think these efforts are effective, especially in a country
like Canada, where we have some of the highest rates of tertiary ed‐
ucation?

I want to ask a follow-up to that as well.

Do you think there's an ethnic component to some of this desta‐
bilizing manipulation? Canada obviously has a large proportion of
immigrants whose first language is perhaps not English.

Does the level of Russian influence go as deep as reaching into
these other minority communities within Canada?

Dr. Wesley Wark: I would say two things. I think that Russia is
in a slightly difficult position in engaging in disinformation opera‐
tions against Canada. Some of this was pointed out in the CSIS as‐
sessment, which I'd encourage members of the committee to read
because I think it's a good overview document. Part of the problem
is that there is not a lot of sympathy for Russian positions on issues
in Canada across the board, particularly in the aftermath of the Rus‐
sian invasion of Ukraine.

Also, the Russian diaspora is not a unified entity within Canada.
It contains many kind of diverse groups, including groups like the
Russian Canadian Democratic Alliance, that are very much in op‐
position to the Putin regime, so they don't have a big diaspora base
to work on and they don't have sympathies they can draw on.

Against that is the fact that the Russians are past masters at disin‐
formation or propaganda operations. They devote a lot of resources
to these. They have almost unlimited resources in terms of money,
personnel and cyber-capabilities to try to engage in disinformation
operations. They just start from a weaker base when it comes to tar‐
geting Canada, I would say.

Mr. Iqwinder Gaheer: Does Russian manipulation go as deep
as to reach ethnic communities within Canada? Obviously, there are
quite sizable minority populations within Canada.
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The reason I ask is that Pearson airport is in my riding, and my
constituency has a high proportion of immigrants. I often have
these conversations where some of them seem to be parroting a lot
of this disinformation that's coming from Russia. I'm wondering if
it has ricocheted off something else to reach them or if they are be‐
ing directly targeted.

Dr. Wesley Wark: I think there are two answers to that question.

One is that some of it is definitely directly targeted, but I think
that takes place more in the field of transnational repression, which
you've heard a bit about from some of the other witnesses, where
there are members of the Russian diaspora who are identified as ag‐
gressively anti-Putin or against the Russian illegal invasion of
Ukraine. The Russian government would do whatever it could to
try to stifle those kinds of criticisms or counter them.

More broadly, their disinformation efforts, I would argue, are a
kind of subset of what they're attempting to do in the United States,
which is deepen polarization and introduce doubts about the validi‐
ty and viability of democratic governance. I think that the Canadian
playbook for Russian disinformation is essentially a copy on a
smaller scale of their playbook directed against the United States.
● (1300)

The Chair: Thank you, Mr. Gaheer.
[Translation]

Ms. Michaud, you have two and a half minutes.
Ms. Kristina Michaud: Thank you, Mr. Chair.

My question is for Mr. Oksanen.

Not long ago, Mr. Shekhovtsov, the previous witness, shared a
post on Twitter. It showed an advertisement or billboard that can be
found in several Italian cities. On these billboards, it says that Rus‐
sia is not our enemy. The image depicts a handshake and contains
the colours of both countries, Russia and Italy. On these billboards,
people are also encouraged to stop giving money for weapons and
to help Ukraine.

According to the testimony we heard today, in Canada, the pro‐
paganda or disinformation messages that come from Russia are
much more subtle. For example, they say that Ukraine is corrupt, or
other such messages.

Since you're in Sweden, I'm curious as to whether this is the kind
of advertising you see in other European cities. We talked about
France and Germany, which could be particularly targeted.

Is this the kind of advertising that can often be seen in your
country? How do governments react to this, and how should they
react?
[English]

Mr. Patrik Oksanen: Well, that main aim of what the Russians
are doing here is to break the support for Ukraine. Here, they work
with different methods in different countries.

You were mentioning Italy. That's another context, another situa‐
tion and another kind of support for Russia to push that kind of ad‐
vertisement. That will not work in Sweden. It will not work in the
Nordic-Baltic countries.

Instead, you can see narratives like “Ukraine will lose” and that
kind of narrative: “time is on Russia's side” and “we could save
lives if Ukraine gave territory for peace”. That kind of argument is
what you're seeing pro-Russian persons, media outlets and so on
pushing in that context, but this differs, of course, in what country
you're talking about.

Italy has a long tradition of Russian influence, and we have seen
more political parties being more positive towards Russia in Italy
than in Sweden. In Sweden, it would be a political disaster to do
that.

[Translation]

Ms. Kristina Michaud: Okay.

I'll come back to the second part of my question.

How should different governments react? I know that some gov‐
ernments may be more in favour of Ukraine, others in favour of
Russia.

Already two years ago, I was in France and I saw quite frequent
messages saying that we should support Russia rather than Ukraine.

What role can the government play in all this? I know there's a
fine line between what we can do and freedom of expression, but at
some point, what kind of action can governments take to counter
this?

[English]

Mr. Patrik Oksanen: Thank you, Madame, for reminding me
about the second part of the question there.

I think governments should be very clear on why Russia is doing
this, on what is at stake, and have that frank and sincere conversa‐
tion with citizens. We are in a situation right now when the demo‐
cratic world is in conflict with authoritarian states, especially Rus‐
sia, but also we have other states like China and so on.

We should be very clear in communicating to citizens what is go‐
ing on and what is at stake, and then, of course, also look over what
kinds of regulations we have within society that we could use with‐
out infringing on what we're trying to save and to protect the
democracy.

This is a delicate balance. Of course, I will not go into the Cana‐
dian debate here, but in general terms, I think we must have leaders
in society to be very clear on what's going on.

● (1305)

[Translation]

Ms. Kristina Michaud: Thank you, Mr. Oksanen.

[English]

The Chair: I'm sorry. There's a bit of confusion with the time.
Your time was going up, not down.

[Translation]

Thank you, Ms. Michaud.
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[English]

Mr. MacGregor—it's one of those Scottish names—you have two
and a half minutes. We'll draw the line there.

Thank you.
Mr. Alistair MacGregor: Okay. I appreciate it.

Mr. Oksanen, I'd like to turn back to you again. In one of our pre‐
vious meetings, one of our witnesses was talking about how
Canada needs to enact a “national digital resilience strategy”, so
there are certainly some sectors of Canadian society that are recog‐
nizing the scope of the challenges before us.

With respect to the psychological defence agency, I think Profes‐
sor Wark said that it does sound a bit Orwellian, and certainly we
might face a bit of criticism from certain sectors of society.

I'm curious. Since this agency was created in Sweden, what has
been the public's reaction to it? Is there a general consensus that
this is a tool that is needed for this moment in time? Over the two
years of its existence, has there been any shift in public opinion on
that agency's role in Swedish society and its necessity to counteract
Russian threats?

Mr. Patrik Oksanen: Let me first give some historical back‐
ground. This agency might be new now, but it is an old agency that
was scrapped during the eternal peacetime.

The history of the Psychological Defence Agency and its prede‐
cessor goes back to the early 1950s, when the Cold War was com‐
ing back again. Sweden drew on the conclusions and the experi‐
ences we had during World War II, when we had radio propaganda
from Nazi Germany and the Soviet Union into our society and so
on. This has a long tradition.

It is also very intertwined with the Swedish total defence con‐
cept, where we communicate with our citizens that we will never
surrender if we get into war. We started those communications back
in 1943. Actually, today the next version of this brochure will be
distributed to everyone in the population. It's if war comes or if the
crisis comes. The brochure is some 30 pages.

Over these two years, I wouldn't say the perception has changed
of the agency. It was installed with broad political support. I would
say it's accepted, but it's trying to find its role within Swedish soci‐
ety and the governance system. Of course, a new agency finding a
relationship with other agencies takes some time.

The Chair: Thank you, Mr. MacGregor.

Thank you to our witnesses for appearing today and for your tes‐
timony. It's very helpful.

I have a couple of items of committee business before we carry
on. The clerk distributed this morning two draft budgets, one in the
amount of $20,250 for the study on Russian interference and disin‐
formation campaigns in Canada, and one in the amount of $1,500
for the study of the growing problem of car thefts in Canada.

Is it the will of the committee to adopt these budgets?

Some hon. members: Agreed.

The Chair: I would also like to announce that the next version
of the auto theft study will be ready probably in the next day. It will
be distributed to the committee as soon as it's available.

Thank you, all.

We are adjourned.
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